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Amendments to the Claims : 
This listing of claims replaces all prior versions and listings of claims in the application: 

Listing of Claims : 

1. (Currently Amended) A method by which more than one client program connected to 
a network stores the same data item at the same location or locations in a data repository 
connected to the network, the method comprising: 



r e produoibl e ps e udorandom proe e oo hash function that produces digital fingerprints having a 
pseudorandom distribution; 



associat e d with th e digital fing e rprint, 

having a s e oond oli e nt program initiat e a proo e oo for d e positing a o e oond data it e m in th e 

data r e pooitory, th e proc e ss inoluding 



r e produoibl e ps e udorandom proo e oo; 

comparing the determined digital fingerprint from the o e oond deposited data item to 
digital fingerprints fef of data items already stored in the data repositoryr-and; 

determining from the comparing of digital fingerprints, without comparing the entire 
contents of the s e oond deposited data item to the entire contents of a data item already stored, 
whether a stored data item is identical to the s e cond deposited data item is alr e ady stor e d in tt 





storing th e data it e m in th e data r e pository at a physioal looation or looations 



d e t e rmining a digital fing e rprint from th e s e oond data it e m using th e 
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storing the s e cond deposited data item in the data repository if comparing establishes that 
a data it e m id e ntical to th e o e oond data it e m io not alr e ady stor e d in th e data repooitory there is 
no match, and not storing the s e oond deposited data item in the data repository if comparing 
establishes that a data it e m id e ntical to th e o e oond data it e m is alr e ady stor e d in th e data 
r e pooitory a match is found : 

associating the deposited data item with a named object, the associating including 

associating the deposited data item with an access authorization credential which is 
uniquely associated with the depositing client program or with a data repository user: 

associating the access authorization credential with the named object which comprises 
the determined fingerprint: and 

storing the named object in a database: 

retrieving the stored data item, in response to a request by a retrieving client program, 
the retrieving including 

using the access authorization credential to select the stored named object: 
retrieving the stored named object from the database: and 

using the determined fingerprint from the retrieved named object to return the stored data 

item[.]i 

wh e r e in th e r e producibl e ps e udorandom proo e oo produo e o a digital fing e rprint d e sign e d 
to probabilistically guarant ee to provid e a uniqu e digital fing e rprint for e v e ry diotinot data it e m 
o e nt to th e data r e pository; 

wherein the physical location or locations at which the deposited data items-are- is stored 
in the data repository are determined at least in part by the determined digital fingerprints. 

2-3. (Canceled) 

4. (Currently Amended) The method of claim 154 wherein the encrypting of the 
deposited data item is performed by the depositing client program prior to tronomitting tho 
d e pooitod data item to th e data r e pooitory . 
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5-6. (Canceled) 

7. (Currently Amended) The method of claim 154 wherein a plurality of independent 
client programs each deposit the same deposited data item and the key derived from the content 
of the deposited data item is the same for each depositing for all inotano e o of tho data it e m stor e d 
in th e r e poaitory . 

8. (Currently Amended) The method of claim 154 wherein users of the method are 
grouped into families, and the key derived from the content of the data item is the same for all 
inotanoeo depositings of the deposited data item otorod in the ropooitory by depositing client 
programs acting on behalf of users in the same family, but may be different for users in different 
families. 

9. (Canceled) 

10. (Currently Amended) The method of claim 1 further comprising associating the data 
item with each of a plurality of access-authorization credentials, each of which is uniquely 
associated with a particular distinct data repository user or client program. 

11. (Canceled) 

12. (Currently Amended) The method of claim 10 wherein the nooooiating of th e data 
it e m with e aoh of a plurality of aoo e oo authorization or e dentialo comprio e o storiftged a plurality 
of nam e d obj e cts, e aoh n amed object comprising is identified by information representative of 

credentials. 



13. (Canceled) 
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14. (Original) The method of claim 12 wherein the information representative of the 
access-authorization credential is a cryptographic hash of all or part of the access-authorization 
credential. 

15. (Original) The method of claim 14 wherein the cryptographic hash is an access 
identifier that uniquely identifies the data item for a particular user or client program. 

16-19. (Canceled) 

20. (Currently Amended) The method of claim 12 wherein the stored named objects 
further comprises historical version information associating diff e r e nt data items deposited at 
different times with different v e rsiono of th e named object versions. 

21-25. (Canceled) 

26. (Currently Amended) The method of claim 32_l_wherein named objects history is a*e 
preserved by creating a new version of eaeh the named object each time that a new data item is 
associated with it. 

27. (Canceled) 

28. (Currently Amended) The method of claim ¥f- 26, wherein fee a determination of 
which versions of a the n amed object to delete is based in whole or in part on the times at which 
the versions were created, and the intervals between these times. 

29. (Currently Amended) The method of claim 20 I further comprising preparing a 
digital time stamp hash for each o f a plurality of named objects to allow a property of these 
named objects to be proven at a later date. 



Applicant : Norman Margolus et al. Attorney's Docket No.: 11656-002001 

Serial No. : 09/785,535 

Filed : February 16, 2001 

Page : 6 of 11 



30. (Currently Amended) The method of claim 29 wherein a random or other difficult to 
guess element is incorporated into the digital time stamp hash for each of the plurality of named 
objects, to prevent the property from being proven if this element is deleted. 

3 1 . (Currently Amended) The method of claim 12 further comprising determining that a 
the stored d ata item stor e d in th e data r e pository is net no longer r e f e r e no ed-bv associated with 
any named object, and reusing the storage space used to otor e th e unr e f e r e nc e d by the stored data 
item. 

32. (Canceled) 

33. (Currently Amended) The method of claim 1 further comprising a challenge step to 
ascertain that a the depositing client program has the firii entirety of the data item being 
deposited . 

34-37. (Canceled) 

38. (Currently Amended) The method of claim 3^ 1 wherein there is a greater degree of 
user identification or a higher likelihood that user identification will be required when access to 
the data item being stor e d by th e deposited for a depositor user has b ee n indicat e d to b e 
shar e abl e can be shared with other users. 

39. (Canceled) 

40. (Currently Amended) The method of claim 3 8 or 39 I wherein identity information 
about the a depositor user associated with the deposit is made available to anyon e abl e to aoo e ss 
th e data item retrieval client programs, to discourage unlawful sharing of proprietary 
information . 
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41 . (Currently Amended) The method of claim 40 wherein the identity information is 
stored in an encrypted form that the depositor and users with whom the depositor has shared 
oubo e qu e ntly access to the char e d data item can both read. 

42. (Canceled) 

43. (Currently Amended) The method of claim 3? I wherein the identity of seme a 
de positor users associated with the deposit of the data item has not been weU verified, btrt and 
restrictions are placed on sharing of the data item o deposit e d by ouoh poorly verifi e d uo e ro . 

44. (Currently Amended) The method of claim 43 further comprising limiting aco e ss to 
the rate of retrieving d ata itomn d e posit e d by a poorly v e rifi e d us e r a ssociated with the named 
obiect . 

45-47. (Canceled) 

48. (Currently Amended) The method of claim 1 wherein the deposit client program 
using th e r e pository runs on a client machine and is a mirroring program which determines 
which data items to deposit in the data repository, and wherein that determination is based at 
least in part on the result of a comparison of digital fingerprints establishing that certain data 
items are not already stored in the data repository. 

49-54. (Canceled) 

55. (Currently Amended) The method of claim 54 wherein a lists plurality of fingerprints 
for data-items making up a composite data-item are deposited as an index data item, which can 
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be giv e n an associated with a named o biect-Hftaaae and used for obtaining access to any of the 
component data-items. 

56-59. (Canceled) 

60. (Currently Amended) The method of claim 15 wherein the data repository comprises 
the database and the physical locations at whic h information about the named-objects is stored is 
are based on the access identifiers, to introduce reproducible pseudorandomness into the physical 
locations of the named-object data. 

61. (Canceled) 
62-65. (Canceled) 

66. (Currently Amended) The method of claim 65- i wherein access to named objects 
associated with at least some access-authorization credentials can be transferred between data 
repository users without th e us e of communicating with the data repository. 

67. (Currently Amended) The method of claim €& 1 wherein at least one class of data 
repository users is not permitted to transfer access to their named objects to other users using 
access-authorization credentials. 

68-153. (Canceled) 

154. (Currently Amended) The method of claim 1 wherein the depositing further 
comprisi»ges encrypting the deposited data item using a key derived from the content of the 
deposited data item. 
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155-174. (Canceled) 

175. (Previously Presented) The method of claim 1 in which different physical locations 
comprise different hard disk drives. 

176-177. (Canceled) 

178. (Currently Amended) The method of claim 1 wherein the physical locations 
comprise physical storag e nod e s data servers linked by a network. 

179. (Currently Amended) The method of claim 1 wherein determining from the digital 
fing e rprint comparing of digital fingerprints, without comparing the entire contents of the 
deposited data item to the entire contents of a data item already stored, whether a stored data 
item is identical to the s e cond deposited data item io alr e ady stor e d in th e data r e pooitory 
comprises transmitting over the network the digital fingerprint of the o e oond deposited data item 
rather than the s e cond de posited data item itself. 



180-182. (Canceled) 

1 83. (Currently Amended) The method of claim 1 wherein at l e ast th e first the depositing 
client program comprises a file server. 

184. (Previously Presented) The method of claim 1 wherein files and directories are 
named objects within the data repository. 

185. (Previously Presented) The method of claim 1 wherein a structured item is split up 
into a plurality of data items with the divisions occurring at content dependent boundaries. 



186. (Canceled) 
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deposited data item and a corresponding plurality of retrieval client programs all share read 
access to a oingl e ropooitory the stored data-item. 

188. (Currently Amended) The method of claim 187 wherein retrieval clients programs 
which havo not initiat e d a proo e oo for depooiting th e id e ntioal data it e m do not possess a n access 
authorization credential generated during deposit of the deposited data item cannot read the 
stored d ata item. 

189. (Canceled) 

190. (New) The method of claim 1 wherein the data repository comprises the database. 

191. (New) The method of claim 1 wherein the depositing client program and the 
retrieving client program are the same program. 

192. (New) The method of claim 1 wherein there exists a defined protocol used by data 
repository client programs to communicate with the data repository and the defined protocol 
allows data repository clients to deposit data items without storing them if they are already stored 
in the data repository and only allows data repository clients to retrieve data items indirectly, by 
using access authorization credentials to select named objects. 



